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1 Introduction

Array’s AG Series secure access gateways and vxAG virtual secure access gateways offer
multiple methods of network access, and can be used with third-party two-factor/multifactor
authentication products such as RSA’s SecurlD. This document describes how to integrate the
AG Series or vxAG with the RSA token automation.

The process of integrating the Array vxAG/AG Series SSL VPN with the RSA SecurlD software
token consists of the following steps:

Configure the RADIUS server
User management
Configure the vxAG or AG Series

The following sections will describe these steps in detail.



2 Configure the RADIUS Server

Log in with the username and password that were configured during installation. In this example
we are using username “admin” and password “arrayclick 1#".
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Secure Logon

[Er Log On

Logon is required. If you have forgetten your logon information, contact your help desk or administrator.

User ID: admin

Password: |lll.l.'.l.i...l -

(cacel

1) Navigate to RADIUS->RADIUS clients->Add new:

» Add RADIUS Client
A RADIUS client passes user entered authentication information to the designated RADIUS server,

Note: If you do not want Authentication Manager to track which RADIUS clients send authentication requests, you can choose to add an <ANY= client. Authenticatio
processed regardless of the originating client's IP address.

#* Required field

RADIUS Client Settings

(2) Client Name: * |vaG |
(@) ANY Client: [ Accept authentication requests from any RADIUS client using the shared secret specified for this client
(@ 1P Address: * [10.8.2.55 |
(2) Make / Model: * [ standard Radius - hd
(@) Shared Secret: * ’mm—
(@ Accounting: [[Juse different shared secret for Accounting
@ Client Status: [[]Assume down if no keepalive packets are sent in the specified inactivity time.
Motes:

| cancel | Save & Create Associated RSA Agent

2) Configure the hostname, IP address, and shared secret here. Then click “Save
and Create Associated RSA agent”. A RADIUS agent and an associated RSA
agent will be created.

3) Navigate to RADIUS->RADIUS profiles->Add New:



Add RADIUS Profile Properties.

| Cancel |

* Required field

RADIUS Profile Basics

(2) Profile Name: * [prof_wxaAG

Motes:

Return List Attributes

The RADIUS server sends the return list attributes to the RADIUS client after a successful authentication.

(2) Return List Attributes: Attribute  [Session-Timeout v| m
Value (Ineger) [ update |
Echo
[up
| Down |
: Remove

Check List Attributes
The RADIUS client must send these attributes to the RADIUS server as part of an authentication request. The values sent by the RADIUS ¢

(@) Check List Attributes: Attribute  [NAS-TP-Address[M] v (Multivalued [M]) m
value | 10.6.2.55 | (1P Address)
Default O

- 10.8.2.55

|: Remaove

4) Configure the profile name, return list attributes (if no attribute is required, select
echo) and check list attributes. We checked the NAS-IP-Address here, and it has
a value of 10.8.2.55. Requests sent from devices other than 10.8.2.55 will be
rejected.

5) Click Save.

6) Navigate to RADIUS->RADIUS clients->manage existing, and click the
dropdown menu beside the client name “vxAG”. Select “RSA agent”.



(P Authentication Agent: VXAG *
» Edit
When a user attempts to gain access to a network resource, the agent receives the authentication request and submits it securely to the authentication server.

| caneal |

* Reguired field
Administrative Control

(2) Security Domain: SystemDomainadministrators may manage this authentication agent

Authentication Agent Basics

® Hostname:| m
@) Ip Address: 10.8.2.55
\"L‘J Protect IP Address: Prevent auto registration from unassigning IP address: Yas
(2 Alternate IP Addresses: 1P Address
L]
Remaove
Maotes:

Last Auto Registration On:

Authentication Agent Attributes

Agent Type: RADIUS Client
@ RADIUS profile :
\";'J Disabled: [JAgent is disabled
\"L‘J User Group Access Restriction: [ Allows access only to membars of user groups who are granted access to this agent
\"L‘J Authentication Manager Contact List: @Aubomat'lca"y assign automatic contact list from instance that responds first
() Manually assign contact list: |RSA.spdoma'|n.com (automatic) il

7) Change the RADIUS profile to “PROF_VXAG”. Click Update.
2.1 Alternative to using RADIUS Agent

In some cases you may perfer not to use a RADIUS agent. If this is the case, you will just need
to create SecurlD authentication agents.

2.1.1 Create the SecurlD authentication agent

1) Navigate to Access->Authentication Agents->Add new:



(3 Add New Authentication Agent

When a user attempts to gain access to a network resource, the agent receives the authentication reguest and submits it securely to the authenticz

(Ganea)

* Required field

Administrative Control

@ Security Domain: SystemDomain % [gdministrators may manage this authentication agent

Authentication Agent Basics

fa &
(2) Hostname: ® |\."XAG | Resolve IP
() Existing node: -- Choose One -- -

@ 1P Address: 10.8.2.55 |
Resolve Hostname

@ Protect IP Address: [l Prevent auto registration from unassigning IP address
(2) Alternate IP Addresses: IP Address

| D 3

| Remove

Motes:

Authentication Agent Attributes

Agent Type: Standard Agent v

(,_;l Disabled: [ agent is disabled
@ User Group Access Restriction: [ allow access only to members of user groups who are granted access to this agent

2) For basic configurations, only the hostname and IP address are required. Fill in
this information and click “Save”.

/1, Confirmation Required

Confirmation Required

The hostname ar IP address vou have entered cannot be resolved.

IP Address: 10.8.2.55

Hostname: VXAG

Are you sure you want to save the agent?

[ No, Go Back & Edit Agent |




3 User Management
Navigate to ldentity->Users->Add new:

3 Add New User

A user represents a person or a system with @ unigue account.

(caner)

* Required field
Administrative Control

(@) Identity Source: * Internal Database

(@) Security Domain: SystemDomain “ [administrators manage this user

User Basics

First Name: | |

Middle Name: | |

Last Name: * |array |

@ User ID: * |array |\-‘..'hat's a valid User ID?

Email: | |

(2) Certificate DN: | |

Motes:

Password

(@) Password: * |cuuuo |'.‘\-'hat's a valid password?
Confirm Password: * |cuuuo |

@ Force Password Change: [Jrequire user to change password at next logon

1) Enter the last name, user ID and password. Click “Save”.

2) From the User List, click the dropdown menu beside the user name (in the
example, we are using “array”).



_Securlty Console

Home

Identity v

Authentication v

Access ¥ Reporting ~

Logged on as: admin My Permissions | My Preferences | Log Off

RADIUS ~ Administration ~ Setup ~ Help ~

& users

A user represents a person or a system with a unique account.

£< prch Criteria
Security Domain:
SystemDomain v/
TIdentity Source:

Internal Database V|

For:
All Users v

Where:
Last Name v
starts with V|

) more criteria...

Advan h

arch for users across all

[Add to User Groups... V] Show 25 V| per page
[] userip First Name Disabled Locked Security Domain Identity Source
[ ¢ @PROXYUSER® v Administrator, Self-Service v . SystemDomain Internal Database
[ B 2dmin v Admin, Admin . SystemDomain Internal Database
08 = e %] SystemDomain Internal Database
] 5;_um@=§\°"””'"’ b % SystemDomain Internal Database
[ o trust! @@ View |cation, Trusted %7 SystemDomain Internal Database
O Sut~ /‘ Edit % SystemDomain Internal Database
0 8wz~ G user Group membership % SystemDomain Internal Database
O & user! |_passcode % SystemDomain Internal Database
Add More...
O & user| | tokencode % SystemDomain Internal Database
0O § zo01 (J Administrative Roles % SystemDomain Internal Database
O & z002 Assign More.... ., SystemDomain Internal Database
‘[0 & 2003 fesgSecurlD Tokens . SystemDomain Internal Database
O useeId | psign More... First Name Disabled Locked Security Domain Identity Source
[Add o Assign Next Available SecurID Token Show [25 V| per page

£ 2 wrch Results

12 found. Showing 1-12.

() Help on this page ~

12 found. S

| Risk-Based Authentication
View Associated Policies
59, Authentication Settings
& 9

Duplicate

¥ oclete

°Manage Emergency Offline Access...

3) Select “Authentication settings”:

RADIUS

(2) User RADIUS Profile:

(2) RADIUS User Attributes:

Attribute

PROF_WXAG W

Value

|25 - Class

A1,A

Remove

3.1 Configure RADIUS User Attributes

Attribute 25 - class maps to the “external group” parameter on the AG Series. Because the user
“array” belongs to external group “Al1” and its parent group “A”, you will set the value of 25-

class attribute to “A1,A”, then click “Add”. Then click “Save”.
3.2 Import Token

Navigate to Authentication->SecurID tokens->Import tokens job->Add new.



s Add New Import SecurlD Tokens Job

Select an XML token file to import, specify options, and click Submit Job.

Cancel Submit Job

* Required field

Import Job Basics

(@ Import Job Name: ™ [ImportTokens_20160311_0251AM

Administrative Control

(2) Security Domain: SystemDomain %

Import Options

(2) Import File: * I S
(2) File Password: | | (Required only if file is password-protected.)

(® Ignore all duplicate tokens
(_) Overwrite all duplicate tokens

(2) Import options:

Cancel Submit Job

1) After you click Submit Job, the token will be imported.

2) Navigate to Authentication->SecurID tokens->Manage existing, and select
“Unassigned” to view unassigned users:

&% SecurID Tokens (@ Help on this page ~

Assigned Unassigned

Hardware or software-based security tokens that can be assigned to users.

+<srch Criteria 4 irch Results

Security Domain: 2 found. Showing 1-2.

[ serial Number Token Type Disabled Requires Passcode Replaced By Token Expires On Security Domain
Where: [ s 000147233573 « SecurlD Software Token « v 4 4/30/186 8:00:00 AM CST SystemDomain

[ s 000147233977 ~ SecurlD Software Token [ 4 [ 4 4/30/16 8:00:00 AM CST SystemDomain
&I [] serial Number Token Tvpe Disabled Reauires Passcode Replaced By Token Expires On Security Domain

[ more criteria...  co | Show per page

2 found. Showing 1-2.

3) Click the dropdown menu beside a serial number, and select “Assign to user”.
Then use the Search menu to list users.

4) Click the radio button in front of a user ID, and then click “Assign” to associate
the user with the token.



@& SecurID Token: 000147233977 ~ (@) Help on this page

» Assign to Users
Select user(s) to assign the selected token(s).
1< arch Criteria

+# wrch Results

Security Domain: 12 found. Showing 1-12.
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Identity Source: User ID Last, First Name Unregistered Disabled Locked Security Domain Identity Source
FI;':_H”“' Database v O | o @rroxYUSER® ~ Administrator, Self-Service v . SystemDomain Internal Database
b admin ~ Admin, Admin SystemDomain Internal Database
‘Where: & array - array SystemDomain Internal Database
& cuiml ~ cuiml . SystemDomain Internal Database
o trustedapp = Application, Trusted . SystemDomain Internal Database
Sui~ u1 . SystemDomain Internal Database
[ More criteria... Suz~ u2 © SystemDomain Internal Database
& user passcode user_passcode . SystemDomain Internal Database
&5 user tokencode user_tokencode SystemDomain Internal Database
8 z001 + 2001 . SystemDomain Internal Database
«
& zo02 - 2002 L. SystemDomain Internal Database
D | & 2008 ~ 2003 . SystemDomain Internal Database
User ID Last, First Name Unregistered Disabled Locked Security Domain Identity Source
Shuwper page
12 found. Showing 1-12.
d Unassi d
Hardware or software-based security tokens that have been assigned to users.
« Assigned 1 token(s) to 1 user{s). For software tokens, click the token and select Distribute from the context menu.
1« arch Criteria % srch Results
Security Domain: 8 found. Showing 1-8.
in s -
SystemDomain |Una55|gn Vl m
For:
|AH Assigned Tokens v| Serial Number Token Assigned To Disabled SecurID Token Enabled For Requires Pending v
O Type PIN Status Emergency Passcode Replacement By R
Where: Online Access Token T
Serial Number v SecurlD
[] = 000147233968 ~ | Software | ul IsSet | Active «
L 1 o
SecurlD
[ More criteria... [[]| s 000147233965 v  Software | u2 Not Set | Active Qf
Token
arch _ SecurlD
[[] s 000147233971 v | Software | user_tokencode Mot Set | Active Qf
Token
_ SecurlD
[[]| s 000147233972 v  Software | user_passcode Not Set  Active Qf
Token
SecurlD
1 [] e 000147233974 ¥ | Software z002 Not Set Active Q’
Token
SecurlD Not
[] ' 000147233975 + | Software | z003 . Active
Required
Token
Securll
[]| e 000147233876 v | Software | cuiml Is Set Active Q’
Token
SecurlD
[[]| s 000147253977 v  software | array Not Set | Active Qf
Token
Serial Number Token Assigned To Disabled SecurID Token Enabled For Requires Pending v
O Type PIN Status Emergency Passcode Replacement By B
Online Access Token T
| Unassign W |

5) Click the dropdown menu beside the serial number of the assigned token,and
several options will be shown. You can unassign a token, or clear the PIN for this

token, via this dropdown menu.



[| % 000147233975 =

[] % 000147233976 =

|:| Iy 000147233977

Serial Number

(R

SecurlD

Software z003
Token

SecurlD

Srfhurare cavimnl

|Unassign

8 found. Showing 1-8.

Mot
Required

Is Set

Mot Set

SecurlD
PIMN

3.3 Policies

Navigate to Authentication->Policies->Lockout Policies->Manage existing, and click the

dropdown menu beside a policy:

\'E.')J Lockout Policies

Lockout palicies specify the conditions under which user accounts are locked or unlocked by the system after failed authentication attempts.

utomatically after 1 minutes

< yrch Criteria + 2 yrch Results
1 items found.
Where:
O Lockout poliy
— [ 4 il Loskout Porcy =
L View
Lockout Policy
[ Lockout Pol; %
g
1 items found. || Duplicate
x Delete

Default Policy
L4
Default Policy

1) Edit it as needed to apply your organization’s policies:

11

(2) Help on this page ~

Show =
Notes

Initial Lockeut Palicy

Notes

Show per page




.-c?;]' Lockout Policy: Initial Lockout Policy ~

[» Edit

Lockout policies specify the conditions under which user accounts are locked or unlocked by the system after failed authentication attempts.

| Cancel | | Reset | m

* Required field

Lockout Policy Basics

(@) Lockout Policy Name: ™ [Initial Lockout Policy

(2) Default Policy: /| Set as the default lockout policy
Notes: Initial Lockout Policy
Last Modified: Mar 11, 2016 1:21:12 AM CSThyadmin
Parameters

(0 allow unlimited failed authentications

) Lock accounts after 7| consecutive failed authentications within

) Administraters unlock user accounts

' System automatically unlocks accounts after minutes v

(@) Lock User Accounts:

(&) Unlock:

| cancel | | Reset | m

You may configure the threshold of consecutive failed login trials before an account is
locked, the lockout duration time and unlock method (auto or manual).

3.4 Token Policy

Navigate to Authentication->Policies->Token policies->Manage existing:

5 SecurID Token Policies Add New (2) Help on this page ¥
Token policies specify how SecurlD PINs and fixed passcodes are created and maintained, and how incorrect passcodes are handled. The policy applies to all users menaged within & security domain,
£« rch Criteria {2 arch Results
1 items found.
‘Where:
[] SecurlD Token Policy Minimum PIN Maximum PIN Maximum PIN Minimum Passcode Maximum Passcode  Maximum Passcode Default Notes
l:l Length Length Lifetime Length Lenath Lifetime Policy
[ b mnitial Token Policy = | 4 ) 90 days 4 8 50 days 4 ‘pl‘ﬁ‘:‘ Token
'
[] SecurIb Token Policy Fyview Maximum PIN Minimum Passcode ~ Maximum Passcode  Maximum Passcode  Default Notes
y\ ” Lifetime Length Length Lifetime Policy
Edit
1| Duplicate
1 items found.
¢ pelete

1) Click the dropdown menu beside a policy name, and select “Edit”.

* Required field

SecurlD Token Policy Basics

(2) SecurlD Token Policy Name: * [Tnitial Token Paolicy |

() Allow unlimited incorrect passcodes

®) Require next tokencode after incorrect passcodes

(@) Incorrect Passcodes:

(2) Default Policy: + Set as default SecurlD token policy
Notes: Initial Token Policy
Last Modified: Mar 11, 2016 1:48:01 AM CSThyadmin

Here you can configure the number of incorrect passcodes before the next tokencode
mode activates.

12



3.5 Monitoring

Navigate to Reporting->Real-time Activity Monitors->Authentication Activity Monitor. You
can monitor real-time authentication activities here.

4 Configure the AG

Under the virtual site scope, select Site Configuration > AAA > Server > RADIUS. Specify the
Server Name and Description parameters and click the Add button in the Server List area.

General || Server | Method |[ Rank | [ Accounting |[ Group Mapping
LoAP [FYTOOE]| Client Certificates | LocalDB | SMS | SMX | HTTP

SERVER LIST Delete

Server Name | Description

M |radivs radius

In the Server List area, double-click the server entry to add more advanced configurations for
the RADIUS server. In the RADIUS Server Configuration area of the displayed window, click
the Add RADIUS Server action link to add a host for the RADIUS server. Note: if the AG virtual
site has multiple IP addresses assigned, the RADIUS NASIP must be configured as below.

[(General |[ Server |[ Method |[ Rank [ Accounting |( Group Mapping |[ SAML |

1oAP [FYYITY| Client Certificates | LocalDB | sMs | smx | wre

ADVANCED RADIUS SERVER CONFIGURATION Return
Server Name: RSA
RADIUS NASIP: [172.27.56.239 | This must be the LAN network IP address.
RADIUS Attribute Group: (Integer from 0 to 254)
RADIUS Attribute Default Group:
RADIUS Attribute ClientIP: (Integer value between 1 and 240)
RADIUS Attribute ClientIP Mask: (Integer value between 1 and 240)

RADIUS Username Prefix:
RADIUS Username Suffix:

RADIUS Attribute Phone Number:

* Note: The attribute string is used to get phone number for SMS server, if the RADIUS server is configured where to get the phone number.

RADIUS SERVER CONFIGURATION Delete RADIUS Server | Add RADIUS Server
Server IP Server Port Sacret Password Timeout Retries. I‘mﬂlﬁm Port.
1 1 172.27.56.96 1812 XOXXcGFzc3dvem... | 120 5 1813

In the Add RADIUS Server area, specify the parameters Server IP, Server Port, Secret
Password, Timeout, Redundancy Order, Retries and Accounting Port, and click the Save
action link .

General [ Server |[ Method ][ Rank |['Accounting |[ Group Mapping

LDAP Client Certificates | LocalDB | SMS | SMX | HTTP

EDIT RADIUS SERVER Cancel | Save
Server port
Searet Password:

Timeout: [5|(Server response timeout in secands. Optional, defaults to 5)
Redundancy Order: [t |(Host redundancy erder, number 1-3 only)
Retries: l:l(optinnal, the Retries value must be an integer from 1 to 65535, defaults to 5)

Accounting port

The configuration is now complete.
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